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1 WEB SERVICEBES ERFACE

1.1 Web Service Client Interface €ation

As within any web services platform you are able to generate your client interfaces from our
published WSDL(Web Services Descriptor Language) document.

You can find the WSDL document at the following URL

http://www.tranzmorphic.com/tm/services/Tranzmorphic?wsdl

This will allow you to connect to our platform using a wide range of technology platforms
that support web services.

1.2 Authentication

When connecting to the Tranzmorphic web services we use the http standard of basic
authentication. All web service requests should abide by this specification and include a
base 64 encoded username and password within the headers of the SOAP request.

A SOAP fault will be thrown by the Tranzmorphic platform if the authentication information
is not included within each and every request to our central service.

All authorised users should be created for your organisation by registering your company
first and creating the required users.
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2 CORE SERVICES

There are a number of core services available through the web services interface within the

Tranzmorphic platform.

The table below outlines the core services that are available:

Service

Description

Organisation Functions

This group of functions allows you to manage your own or
other organisations. This is restricted dependent upon your
user permissions

User Functions

This group of functions allows to create and manage users for
your organisation

Customer Functions

This group of functions allows to create and manage customers
for your organisation

Application Functions

This group of functions allows to create and manage
applications for user within your organisation

Message Functions

This group of functions allows to create and manage messages
for the customers within your organisation
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3 ORGANISATION FUNCN$)

There are a number of functions available to manage organisations. The functions that are
available to you as a user are dependent upon your permissions.

The following sections outline the available organisational functions.

3.1 Create Organisation

This allows you to create a new organisation. The fields required for creating an
organisation are outlined within the following table:

Field Name Required Description
Name Yes The name of your organisation
Address 1 Yes Address line 1
Address 2 No Address line 2
Address 3 No Address line 3
Town Yes Town
County Yes County
Postcode Yes Postcode or Zip code
Country Yes Bank reference number
Phone number No Phone number for your organisation
Callback Url No Callback url for notification of message receipts returned

from your customers mobile devices. If this is left blank
no notifications will be sent back to you automatically

Max Rows Query No Configuration of the max amount of rows that you want
returned by your search queries throughout the
Tranzmorphic application.

If this field is left blank this will default to 200

Rows Returned Page No Configuration of the max amount of rows that you want
returned by each page for your search queries
throughout the Tranzmorphic application.

If this field is left blank this will default to 200

Low threshold No Configuration of the threshold for your message credits

notification for notification to be sent. Once your message credits
reach this amount we will send you an email to let you
know.

If this field is left blank this will default to 200

This web service will return a string value for the organisation id for the created record.
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3.2 Update Organisation

This allows you to update the details of an organisation. The following table outlines the

fields available within this function:

Field Name Required Description

Organisation Id Yes The id of the organisation, this can be retrieved from
when the organisation was created or by a lookup
function to find the organisation that you require.

Name Yes The name of your organisation

Address 1 Yes Address line 1

Address 2 No Address line 2

Address 3 No Address line 3

Town Yes Town

County Yes County

Postcode Yes Postcode or Zip code

Country Yes Bank reference number

Phone number No Phone number for your organisation

Callback Url No Callback url for notification of message receipts returned
from your customers mobile devices. If this is left blank
no notifications will be sent back to you automatically

Max Rows Query No Configuration of the max amount of rows that you want
returned by your search queries throughout the
Tranzmorphic application.
If this field is left blank this will default to 200

Rows Returned Page No Configuration of the max amount of rows that you want
returned by each page for your search queries
throughout the Tranzmorphic application.
If this field is left blank this will default to 200

Low threshold No Configuration of the threshold for your message credits

notification

for notification to be sent. Once your message credits
reach this amount we will send you an email to let you
know.

If this field is left blank this will default to 200

3.3 Update My Organisation

This allows you to update your own organisation details. The following table outlines the

required fields:
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Field Name Required Description

Name Yes The name of your organisation

Address 1 Yes Address line 1

Address 2 No Address line 2

Address 3 No Address line 3

Town Yes Town

County Yes County

Postcode Yes Postcode or Zip code

Country Yes Bank reference number

Phone number No Phone number for your organisation

Callback Url No Callback url for notification of message receipts returned
from your customers mobile devices. If this is left blank
no notifications will be sent back to you automatically

Max Rows Query No Configuration of the max amount of rows that you want

returned by your search queries throughout the
Tranzmorphic application.

If this field is left blank this will default to 200

Rows Returned Page

No Configuration of the max amount of rows that you want
returned by each page for your search queries
throughout the Tranzmorphic application.

If this field is left blank this will default to 200

Low threshold
notification

No Configuration of the threshold for your message credits
for notification to be sent. Once your message credits
reach this amount we will send you an email to let you
know.

If this field is left blank this will default to 200

3.4 Organisation Lookups
We have three different organisational lookup functions. These are:

9 Find organisation by Key

9 Find organisation by Name

9 Find my organisation

The functions for finding organisation by key or my organisation will return you a single
organisation object whereas the find by name will return an array

The following table outlines the fields that will be returned within the organisation objects

Field Name

Description |
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Organisation Id

The id of the organisation

Name The name of the organisation

Address 1 Address line 1

Address 2 Address line 2

Address 3 Address line 3

Town Town

County County

Postcode Postcode or Zip code

Country Bank reference number

Phone number Phone number for your organisation

Callback Url Callback url for notification of message receipts returned from
your customers mobile devices. If this is left blank no
notifications will be sent back automatically

Max Rows Query Configuration of the max amount of rows that you want

returned by your search queries throughout the Tranzmorphic
application.

Rows Returned Page

Configuration of the max amount of rows that you want
returned by each page for your search queries throughout the
Tranzmorphic application.

Low threshold
notification

Configuration of the threshold for your message credits for
notification to be sent. Once your message credits reach this
amount we will send you an email to let you know.
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4 USER FUNCTIONS

There are a number of available business services available from the Tranzmorphic solution.
This section outlines brief details of the services available.

4.1 Create User

This function enables the organisation to create a new user to allow the authentication of
transactions through their mobile device. The fields within the following table are used for

the user creation:

Field Name Required Description
Email address Yes Email address of user
First name Yes First name of user
Surname Yes Surname of user
Mobile Phone Yes Mobile phone number of user. This must be in full
international format
Address 1 Yes Address line 1
Address 2 No Address line 2
Address 3 No Address line 3
Town Yes Town
County Yes County
Postcode/Zip Yes Postcode or Zip code
Country Yes Country
Org Reference Yes Bank reference number

Once a user has been created an email will be sent to them confirming their generated
password and instructions to login for the first time. The user is then able to log in via the
Tranzmorphic application website and will be prompted on first logon to change their

password.

4.2 Update User

This function enables the organisation to update an existing user that has previously been
created. The fields within the following table are used for the user modification:

Field Name Required Description
User ID Yes The id of the user you are updating
Email address Yes Email address of user
First name Yes First name of user
Surname Yes Surname of user
Mobile Phone Yes Mobile phone number of user. This must be in full
international format
Address 1 Yes Address line 1
Address 2 No Address line 2
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Address 3 No Address line 3

Town Yes Town

County Yes County

Postcode/Zip Yes Postcode or Zip code
Country Yes Country

Org Reference Yes Bank reference number

4.3 Update My User

This is used to update your own user details within the Tranzmorphic system. The table
below outlines the fields that can be used within this function:

Field Name Required Description
Email address Yes Email address of user
First name Yes First name of user
Surname Yes Surname of user

Mobile Phone Yes Mobile phone number of user. This must be in full

international format

Address 1 Yes Address line 1
Address 2 No Address line 2
Address 3 No Address line 3

Town Yes Town

County Yes County
Postcode/Zip Yes Postcode or Zip code
Country Yes Country

Org Reference Yes Bank reference number

4.4 Lookup User

¢CKS f2271dzLJ dzZaSNJ Fdzy Ol A2y KlFa RAFFSNBy
only retrieve user details for your own organisation. The table below outlines the different
fields that can be used to lookup a user:

Field Name Description
Email address The email address of the user that you wish to lookup
First name The first name of the user that you wish to lookup
Surname The surname of the user that you wish to lookup
You can use any combination of these fields for thelool dzLJ +F YR F f &2 dza S
wildcard.
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5 CUSTOMER FUNCTIONS

There are a number of available business services available from the Tranzmorphic solution.
This section outlines brief details of the services available.

5.1 Create Customer

This function enables the organisation to create a new customer to enable them to send and
receive mobile messages through the Tranzmorphic application. The fields within the
following table are used for the creation on new customers for your organisation:

Field Name Required Description
Email address Yes Email address of customer
First name Yes First name of customer
Surname Yes Surname of customer
Mobile Phone Yes Mobile phone number of customer. This must be in full
international format

Once a customer has been created a wap push message will be sent to their mobile phone
that will direct them to the Tranzmorphic install page to enable their mobile device for
messages. Until the user has installed the application no messages will be able to be sent
out to them through the Tranzmorphic gateway.

5.2 Update Customer

This allows you to update a customer that has previously been created for your organisation.
The table below specifies the fields required for this:

Field Name Required Description
Customer id Yes The id for the customer to update
Email address Yes Email address of customer
First name Yes First name of customer
Surname Yes Surname of customer
Mobile Phone Yes Mobile phone number of customer. This must be in full
international format

5.3 Reset MobileActivation

This function allows you to reset the activation of a customer that is already up and running
to use the Tranzmorphic gateway.

Once this activation is reset it will disable the ability to send mobile messages to this
customer until they have been re-provisioned or installed the application on a new mobile
phone.

The table below outlines the parameters required:
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Field Name Required Description

Customer id Yes The id for the customer to reset

5.4 Delete Customer

This allows you to delete customers from your organisation is you no longer wish for them to

receive mobile messages.

The table below outlines the field required to delete a customer:

Field Name Required Description

Customer id Yes The id for the customer to delete

5.5 Lookup Customers

This allows you to search for customers within your organisation. The fields within the table

below are used to search for your customers:

Field Name Description
Email address The email address of the customer that you wish to lookup
First name The first name of the customer that you wish to lookup
Surname The surname of the customer that you wish to lookup

lye O2Yo0AYylLGA2y 2F (KS&aS FAStRa
wildcard character within the search.

Oy 65

The alternative is to search for the customer directly with the mobile phone number.

Field Name Description

Mobile phone The full international format phone number

www.tranzmorphic.com
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6 APPLICATION FUNCTEON

This gives you application related functions for the creation and updating of applications
within the Tranzmorphic gateway. The applications created either through this interface or
the Tranzmorphic web interface will then be available to send out to your customers.

When working with applications the object structure is a complex type. The following
diagram shows the object structure :

class Application Structure /

Application

Screen

AN

. el
Option Field Action

The following sections outline the functions available to you.

6.1 Create Application

This function allows you to create new applications for use by your organisation. The tables
below outline the fields that are required to create applications:

Field Name Required Description
Application Name | Yes The name for the application
Description Yes A description for the application
Screens Yes This is an object type for an array of screens to be used
within your application

The following table outlines the fields required within each screen for your application

Field Name | Required | Description
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Screen Name Yes The name for your application screen

Fields Yes This is an object type for an array of fields to be used
within this screen of your application

Actions This is an object type for an array of actions to be used

within this screen of your application

The following table outlines the fields required within the field object types:

Field Name Required Description

Field Type Yes The type of field to be displayed within the screen. The
table following this section outlines the different field
types

Name Yes The name for the field that will also be displayed as the
label

Size No The size of the field

Required No Boolean value to specify if a required validation rule should
run

Value No The value for the field that will be displayed dependent
upon the field type

Disabled No Boolean value to specify is this field should be disabled

Options No This is an object type for radio fields for the different
options

Numeric No Boolean value to specify if the numeric validation rule
should be run on this field

Email No Boolean value to specify if the email validation rile should
be run on this field

Phone Number No Boolean value to specify if the phone number validation
rule should be run on this field

Postcode No Boolean value if the UK postcode validation rule should be
run on this field

Regex No Boolean value to specify if this will be a regular expression
validation

Regular Expression | No If the above value is set to true this should specify the
regular expression for validation

Screen Name No For the field type to display a value from another screen

this should specify the screen name the field should come
from and the value attribute should specify the field name

The following table outlines the different field types currently available. In the future we will
be looking to add further field types. If the field type does not contain one of these values
you will receive a validation error back.

Type Description
string A string value for display on the screen
textfield This will display a textfield that will allow user input
passwordfield This will display a password textfield that will mask the user input
Checkboxfield This will display a checkbox field
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radiofield

This will display a list of radio items. Option objects should be included
within the field for this type

screenvalue

This is to display a value that has previously been entered on another
screen. For this the screen name attribute should be populated with
the name of the screen and the value option should be populated with
field name

The following table outlines the fields required within your action object types:

Field Nane

Required

Description

Name

Yes

The label that will be viewed for your application

Flow

No

Boolean value to specify if this action is to flow to another
screen

Send

No

Boolean value to specify if this action is to send the
application to the Tranzmorphic gateway on selection of
this item

Exit

No

Boolean value to specify if the application should exit on
the mobile device on selection of this action

Validate

No

Boolean value to specify if the fields within the screen
should be validated as per fields validation rules on
selection

Save

No

Boolean value to specify if the fields within the screen
should be saved on selection of this action for further use
within other screens or sending later on in the process to
the server

Flow Name

No

If this flow is set as true the name of the screen that this
should flow to. This will be validated against other screens
within the application

6.2 Update Application

This function allows you to applications that have previously been created within your
organisation. The fields required are exactly as defined within the preceding section of this
document with the addition of the following

Field Name

Required

Description

Application id

Yes

The id for the application to update

6.3 Lookup Applications

There are various lookup functions available to you to enable searching for applications
within your organisation.

Page 150f 20
www.tranzmorphic.com




@Tranzmorphic

The following sections outline the search functions available:

6.3.1 Lookup By Name

This allows you to search for an application by hame. This parameter may include wildcards
for the search and may return more than one result

6.3.2 Lookup By Application Id
CKAA Fft2ga @2dz G2 aSHFNOK F2NJ Iy | LILX AOFGAZ2Y
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7/ MESSAGE FUNCTIONS

There are various message functions available to you that can be performed once
applications for your organisation have been created.

The following sections outline the available message functions

7.1 Send Application to Customers

This allows you to send applications that have previously been created to your customers.
The following parameters are required for sending messages:

Field Name Description
Application Id The id of the application that you wish to send to the customer
Resident A Boolean value if you wish to make the application resident on the

mobile device so your customers can create messages at any time.

/] dzad2YSN!Iy FNNIe 2F GKS OdaG2YSNI ARQa

7.2 Lookup Messages by Application

There are two ways that you can lookup messages by an application outlined within the
following sections. This function may return a number of message objects.

7.2.1 Lookup by Application Id
This allows you to lookup messages by its application id.

7.2.2 Lookup by Name

This allows you to search with the application name and also allows you to use the wildcard
OKINIFrOGSNI 2F WrpQ GgAGKAY @&2dz2NJ aStH NOK®

7.3 Lookup Messages by Customer

There are two ways that you can lookup messages by a customer outlined within the
following sections. This function may return a number of message objects.

7.3.1 Lookup by Custmer Id
This allows you to lookup a customer by its id.
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7.3.2

a2

Lookup by Name
This allows you to search with a combination of first name and surnames and also allows you

dza S

iKS

gAf ROFNR OKIFNIXOGSNI 2F WFrQ 6AGKAY
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8 MESSAGE CALLBACKS

Once a result of a message is returned back to the Tranzmorphic gateway from your
O dza G 2 nvoBilbldevice this response is then returned back to your organisation.

The response is returned via a call-back to a URL configured within the organisation
maintenance pages. When configuring the call-back URL it is recommended that this is via
the https protocol as http is also available but not advisable due to security.

Within the call-back URL this contains parameters for the transaction values to provide the
transaction details. The returned values are within the table below:

Parameter Name Description
messageld The id for the original message.
organisationCustomerld The id of the customer that the message was sent to

W{ ONBSYy bl YS| Each fieldwithin each of the screens will be returned in the
format of the screen name followed by a colon and the field
name

If the call-back request to your organisation fails due to any http status other than 200 this is
retried every 5 minutes until the call is eventually successful.
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9 ERROR CODES

The following table outlines the error codes that will be returned by the web services whilst
validating each of your calls. There may be one or more errors returned by your calls
dependent upon the failed validation checks:

Error Code Description
WSERR-001 No search criteria entered
WSERR-002 Name is required
WSERR-003 An organisation by this name already exists
WSERR-004 Addressl is required
WSERR-005 Address2 is required
WSERR-006 Town is required
WSERR-007 County is required
WSERR-008 Postcode is required
WSERR-009 Country is required
WSERR-010 Country is invalid
WSERR-011 Organisation id is required
WSERR-012 Email address is required
WSERR-013 A user by this name already exists
WSERR-014 Firstname is required
WSERR-015 Surname is required
WSERR-016 Mobile phone is required
WSERR-017 User id is required
WSERR-018 A customer with this mobile phone number already exists
WSERR-019 A customer with this email address already exists
WSERR-020 Customer id is required
WSERR-021 Customer not found
WSERR-022 No screens are present
WSERR-023 Fields must be present within screens
WSERR-024 Actions must be present within screens
WSERR-025 Invalid field type
WSERR-026 No action type present
WSERR-027 No flow name present
WSERR-028 Flow cannot be for same screen
WSERR-029 Screen not found for flow
WSERR-030 A user with this email address already exists
WSERR-031 Application description is required
WSERR-032 Application name is required
WSERR-033 Application id is required
WSERR-034 Application not found
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